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The next NPCC Board meeting is scheduled for April 29, 2014.   The following summary of a new NERC 
Standard, currently under accelerated development, is provided for your information. 
  

NERC Reliability Standard for Physical Security (CIP-014-1) 
 

Recent articles in the national press have raised public awareness and concern regarding the need for 
added physical security to protect the Nation’s critical electric infrastructure.  These articles point to 
an April 16, 2013 attack on the PG&E Metcalf Substation, when attackers cut critical communications 
cables.  Snipers fired over 200 rounds on the substation and disabled 17 high-voltage transformers.   
 
On March 7, 2014, FERC issued an Order directing the NERC to develop a Standard in 90 days to 
address the physical security of critical facilities on the Bulk Power System (BPS).  FERC directed that 
the new Standard: 
• Address physical security risks and vulnerabilities related to the reliable operation of the BPS;  
• Identify facilities on the BPS that are critical to the reliable operation of the BPS; and  
• Develop, validate and implement plans to protect against physical attacks that may compromise 

the operability or recovery of such facilities.  
 

FERC did not prescribe specific requirements, but rather stated that the proposed Standard should 
require owners and operators of the BPS to take at least the following three steps to address physical 
security concerns of the BPS: 
• Perform a risk assessment to identify their “critical facilities.” The order defined a “critical facility” 

as one that if rendered inoperable or damaged could have a critical impact on the operation of the 
interconnection through instability, uncontrolled separation or cascading failures on the BPS.  The 
risk assessment must also be reviewed by NERC, the Regional Entities or another third party;  

• Evaluate the potential threats and vulnerabilities to their critical facilities.  The evaluation should 
consider the unique characteristics of their critical facilities and the types of attacks that may be 
contemplated; and 

• Develop and implement a security plan design to protect against the attacks against critical 
facilities identified by the evaluation.   

 
Key milestones in the development of the Standard: 

• Drafting team established on March 24, 2014; 
• NERC Technical Conference on April 1, 2014; and 
• Draft Standard issued for comment and ballot April 10, 2014. 


